Page 1



3GPP TSG SA3 Meeting #85
S3-161880
Santa Cruz de Tenerife, Spain; 7th-11th November 2016
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.863
	CR
	0001
	rev
	1
	Current version:
	14.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Clarifying potential impact of Solution 8 on PGW 

	
	

	Source to WG:
	Nokia, Vodafone

	Source to TSG:
	SA3

	
	

	Work item code:
	TEI14
	
	Date:
	2016-10-27

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Proposed end to middle solution (Solution 8) has potential impacts to the PGW, and the Diameter messages on the SGi interface between the PGW and the HSE. 

This needs to be clarified in the TR.


	
	

	Summary of change:
	Update 6.8.2.2 to indicate potential change to PGW and the Accounting-Request/Accounting-Response Diameter messages on the SGi interface between the PGW and HSE
Update Solution Evaluation Summary (7.2) for Solution 8 and 9



	
	

	Consequences if not approved:
	Incorrect assessment of Solutions 8 & 9 against the recommendations for normative approach.

	
	

	Clauses affected:
	6.8.2.2, 7.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

6.8.2.2
Service Discovery and Negotiation

This clause defines the BEST service discovery and initial BEST service definition.  This is run when the UE wants to use the BEST service and there is no BEST session active or as part of the power-on sequence.

In this solution, the BEST service only needs to be supported by the UE, the MME, the PGW and the HSE in the home network to operate.  The Diameter Accounting-Request and Accounting-Response messages on the SGi interface is enhanced to carry BEST related parameters between the PGW and the HSE. The visited network may have a requirement to influence the use of the BEST service to comply with local laws such as Lawful Interception.

Figure 6.8.2.2.1 shows the message flow for service discovery for LTE 
Note: 
non relevant messages have been omitted for clarity.  
The message flow for GSM and 3G is similar.
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1. PDN CONNECTIVITY REQUEST   with UE support for BEST service  indicated   in   protocol configuration  options element or flagged for later  retrieval in ESM information response   (see TS 24.301[x]) .  

2. CREATE SESSION REQUEST   with UE support for BEST  service  indicated in protocol configuration  options   and optionally an additional  BEST information element containing  the visited network BEST request .  

MME   HSE   PGW  

3 .  Accounting Request (START)   with UE support for BEST service  indicated in protocol conf iguration  options   and optionally an additional  BEST information element containing  the visited network BEST request  

4 .  Accounting Response (START)   with  HSE   support for BEST service  indicated in protocol configuration options .  

5 . CREATE   SESSION  RESPONSE   w ith  HSE   support for BEST service  indicated in protocol configuration options    (see TS TS 29.274 [x]) .   6 .  ACTIVATE DEDICATED EPS  BEARER CONTEXT REQUEST   with UE support for BEST service  indicated   in   protocol configuration  options element (see TS 24.301[x]).  


Figure 6.8.2.2.1: Flow diagram showing the BEST service discovery message flow for LTE

The ability of the UE to support the BEST service shall be indicated in a BEST container within the protocol configuration options of a PDN_CONNECTIVITY_REQUEST.  

The following BEST service aspects shall be indicated in the protocol configuration options as detailed in figure 8.6.2.2.2 (based on the protocol block format for the protocol configuration options IE in 3GPP TS 24.008 [12]):

	Bit 8
	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1

	Upper byte of PCO protocol ID = UE BEST

	Lower byte of PCO protocol ID = UE BEST

	Length of Best protocol ID contents

	BEST release supported by the UE
	BEST counter schemes supported by the UE - BEST optimised counter scheme
	Reserved for future use (set to 000)

	BEST protocols supported - type 01 signalling plane EMSDP message
	Reserved for future use (set to 000)
	BEST protocols supported - type 01 user plane EMSDP message
	Reserved for future use (set to 000)

	Support for user data push to UE
	BEST encryption algorithm GEA4 supported
	BEST encryption algorithm GEA5 supported
	BEST encryption algorithm UEA1 supported
	BEST encryption algorithm UEA2 supported
	BEST encryption algorithm EEA0 supported
	BEST encryption algorithm 128-EEA1 supported
	BEST encryption algorithm 128-EEA2 supported

	BEST encryption algorithm 128-EEA3 supported
	BEST integrity algorithm GIA4 supported
	BEST integrity algorithm GIA5 supported
	BEST integrity algorithm UIA1 supported
	BEST integrity algorithm UIA2 supported
	BEST integrity algorithm    128-EIA1 supported
	BEST integrity algorithm    128-EIA2 supported
	BEST integrity algorithm    128-EIA3 supported


Figure 6.8.2.2.2: Definition of the UE BEST protocol ID element

-
BEST release supported by the UE – an indicator the release of the BEST solution that the UE has been designed to.  If no release is indicated this means that the BEST service is not supported.  This shall be a 4 bit field where "0000" = Rel.14 and "0001" to "1111" are RFU,

-
BEST protocols supported – 1 octet where each bit is used to indicate a BEST signalling protocol that is supported from the following list: type 01 signalling plane EMSDP message and type 01 user plane EMSDP message.  All other values are reserved for future use.

-
BEST encryption algorithms supported by the UE – a flag for each supported algorithm.  A further optimisation for this would be to assume that all algorithms indicated in the UE network capability information element are supported for the BEST service (currently GEA4, GEA5, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3).

-
BEST integrity algorithms supported by the UE – a flag for each supported algorithm.  A further optimisation for this would be to assume that all algorithms indicated in the UE network capability information element are supported for the BEST service (currently GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3).

-
BEST counter schemes supported by the UE – a flag for each supported scheme.  Currently only one scheme is being proposed, the optimised counter scheme, but other optimisations may be proposed in the future.

-
Support for user data push to UE – a flag to indicate whether the UE supports user data pushed to the UE without a request for user data from the UE.

-
Power capabilities of the UE.  This allows the home network and visited network to optimise their key agreement and signalling layers to take into account the power available.

In order to support regulatory requirements in certain countries (e.g. LI or where encryption is prohibited) then an MME that supports the BEST service may inspect the PCO provided by the UE in the PDN_CONNECTIVITY_REQUEST.  The MME may add a VISITED NETWORK BEST INDICATION container to the PCO with the following information:

-
BEST encryption Restricted – A flag that indicates that encryption is not allowed through this visited network.

The PGW extracts BEST related parameters from the PCO and forwards them to the HSE in the Diameter Accounting-Request (START) message. Likewise, it copies BEST related parameters from the Diameter Accounting-Response (START) message from the HSE and forwards them to the MME on the GTP interface.
The HSE defines how the BEST service shall be setup in a BEST container within the protocol configuration options of a ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST.  

The following BEST service aspects shall be indicated in the protocol configuration options as detailed in figure 8.6.2.2.3 (based on the protocol block format for the protocol configuration options IE in 3GPP TS 24.008 [12]):

	8
	7
	6
	5
	4
	3
	2
	1

	Upper byte of PCO protocol ID = HSE BEST

	Lower byte of PCO protocol ID = HSE BEST

	Length of Best protocol ID contents

	BEST Service Activated
	BEST encryption algorithm GEA4 to be used
	BEST encryption algorithm GEA5 to be used
	BEST encryption algorithm UEA1 to be used
	BEST encryption algorithm UEA2 to be used
	BEST encryption algorithm EEA0 to be used
	BEST encryption algorithm 128-EEA1 to be used
	BEST encryption algorithm 128-EEA2 to be used

	BEST signalling plane protocol identifier

	BEST user plane protocol identifier

	BEST encryption algorithm 128-EEA3 to be used
	BEST integrity algorithm GIA4 to be used
	BEST integrity algorithm GIA5 to be used
	BEST integrity algorithm UIA1 to be used
	BEST integrity algorithm UIA2 to be used
	BEST integrity algorithm    128-EIA1 to be used
	BEST integrity algorithm    128-EIA2 to be used
	BEST integrity algorithm    128-EIA3 to be used

	Reserved for future use (set to 000)
	Local BEST configuration management allowed
	EMSDP session ID length

	Reserved for future use (set to 00)
	New session required
	EMSDP MAC length
	Size of EMSDP Data Length


Figure 6.8.2.2.3: Definition of the HSE BEST protocol ID element

-
BEST Service Activated – a bit flag that when set instructs the UE to use the BEST service and when clear instructs the UE not to use the BEST service,

-
BEST signalling plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 signalling plane EMSDP message. All other values are reserved for future use.

-
BEST user plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 user plane EMSDP message. All other values are reserved for future use.

-
BEST encryption algorithm to be used – 1 octet that is used to define which of the following algorithms to use for encryption: GEA0, GEA4, GEA5, UEA0, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. Only one algorithm from this list shall be indicated.  If the Visited network indicated that BEST encryption is restricted, then the HSE shall indicate EEA0.

-
BEST integrity algorithm to be used – 1 octet that is used to define which one of the following algorithms to use for integrity:GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3). Only one algorithm from this list shall be indicated.

-
BEST counter scheme to be used – a flag for each supported scheme.  4 bits that are used to define which one of the following counter schemes to use: "0001" = the optimised EMSDP counter scheme. All other values are reserved for future use. Only one counter scheme from this list is allowed to be indicated.

-
Local BEST configuration management allowed – a flag to indicate that the software connected to the UE is allowed to manage the BEST service.

-
EMSDP session ID length – 4 bits that indicates how many octets in the EMSDP data packet the EMSDP session ID will be on.

-
New Session Required – 1 bit that indicates if a new session is required.  If this bit is set to 0 then the details agreed for the last session can be used and a new session is not required to be setup.

-
EMSDP MAC length – 2 bits that indicates how many octets in the EMSDP data packet the integrity checksum (MAC) will be on, as follows: "00"=4 octets, "01"=8 octets, "10"=12 octets and "11"= 16 octets.  This value shall not be set to a size that is greater than MAC size produced by the chosen algorithm.

-
Size of EMSDP Data Length – 4 bits that indicate how many octets are used for the EMSDP Data Length. "0000" is reserved for future use.

Any remaining bits are reserved for future use and are set to "0..0".

In order to ensure that the visited networks encryption restriction is honoured by the HSE, an MME that has indicated BEST encryption is restricted, should inspect the BEST information element in the PCO within the start session response from the PGW and if it indicates an encryption algorithm that is not EEA0, the MME should reject the start session response.  It is the HSE's responsibility to send a corrected start session response. 

* * * Second Change * * * *
7.2
Solution evaluation summary

The report proposes the following solutions:

-
Solution #1 "UE to HPLMN security based on UMTS/EPS AKA enhancements". This solution uses enhancements to the 3GPP AKA to generate key material used by the end to end or end to middle security mechanisms. The solution is intended for use over the cellular IoT RAT where the middle endpoint is a HSE. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. Variants of this solution are proposed that differ in how and when the key material is delivered to the non-UE end of the communication as follows:

-
"Variant A" where the HSS/HLR pushes key materials to the relevant HSE when an AKA generation occurs that includes end to middle key generation. In this solution the HSE needs to store the generated keys until they are used.

-
"Variant B" where the HSS/HLR pushes key materials to the relevant HSE when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

-
"Variant C" where the HSE pulls the key materials from the HSS/HLR when an PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

-
"Variant D" where the HSS/HLR pushes key materials to a new standardised key store entity called an End to Middle Key Server (EMKS) when an AKA generation occurs that includes end to middle key generation. The HSE pulls the key materials from the EMKS when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the EMKS needs to store the generated keys until they are used.

-
"Variant E" is a modification of variants a, b, c and d where the USIM only performs an unmodified AKA procedure and the creation of the local end to middle key values is calculated on the ME. 

-
Solution #2 "End to middle security based on AKA with an EMSE". This solution defines a new middle endpoint called an E2M Security Endpoint (EMSE). This solution uses the EMKS defined in solution #1d to store the end to middle keysets and the processes in solution #1e where the UE end to middle keys are generated in the ME so that no modifications to the current USIM is required. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. 

-
Solution #3 "Independent VPLMN and e2m security associations". This solution proposes a separate specific AKA run to generate the end to middle key material when they are needed so that there is no inter-relationship or related synchronisation issues with the AKA run for network access. The solution does not require modification of the HSS/HLR or the USIM but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection and uses more power/network resources to deliver as it requires 2 AKA runs. Although this solution requires two AKA procedures initially (Solution 1 and 2 only require one AKA procedure), further AKA runs only depend on the use and timing of the user plane data and not on any aspect of a 3GPP RAT.

-
Solution #4 "Security Policies". This solution describes the sharing of security policies between the HPLMN and Visited PLMN that relate to the frequency and type of security features supported so that the visited network can identify CIoT devices and adjust their security model appropriately. This solution does not address the agreement on key materials or the mechanisms that use these keys to deliver integrity protection and confidentiality protection.

-
Solution #5 "End to End security solution". This solution introduces a new element, the End to End Security Endpoint (EESE) that allows an authorised third party to fetch end to end keysets that have been agreed using one of the methods detailed in solutions 1, 2 or 3. It also presents a key aging and re-agreement mechanism using a timer. It does not however detail the security mechanisms that these keys are used with.

-
Solution #6 "Bearer protection". This solution introduces IPsec ESP for authentication, integrity and confidentiality protection of the user-plane between the UE and the HSE using the keys derived by the UE and HSS and distributed to the HSE according to solutions #1 or #2. For crypto algorithms the solution points the 33.210. The solution does not stipulate on tunnel vs. transport mode ESP and on compression methods. Furthermore the solution does not define the derivation or negotiation of the IPsec ESP Security Association parameters.

-
Solution #7 "End to End". The solution extends solutions 1 and 2 to End to End security. However this solution does not currently deal with mechanisms for LI and optional data cyphering.

-
Solution #8 "Complete end to middle solution".  This solution describes a full BEST service including service discovery, session management, secure operation and error management.  All of the key issues are addressed fully in this solution..
-
Solution #9 " Complete end to emd solution".  This solution describes a full BEST service including service discovery, session management, secure operation and error management.  All of the key issues are addressed fully in this solution.
- 
Solution #10 "AKA-based session key generation for application protocols": This solution provides a mechanism to use AKA-based session key generation as an independent module usable by any security protocol at the application layer. It leaves security context negotiation (apart from the keys) and protection of transferred data to the application layer protocol. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection.
.-
Solution #11 "Service Layer Bootstrapping Solution".  This solution describes an IoT service layer security bootstrapping that allows key network element SCEF to pull application session keys from MME for the application layer. The solution addresses key agreement between UE and the Application Server.
.-
Solution #12 "Service Layer Bootstrapping Solution".  This solution describes an IoT service layer security bootstrapping that allows HSS to push application key to SCEF for the application layer. The solution addresses key agreement between UE and the Application Server.
The solutions are further summarised as follows:

Table 7.2-1: Summary overview of the proposed solutions

	Solution
	Endpoints
	Tampering and eavesdropping protection
	Efficient device power and network use
	Visited PLMN needs addressed
	Confidentiality and integrity mechanism specified
	Nodes potentially effected

	1A
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1B
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1C
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1D
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1E
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, and ME

	2
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	3
	E2M
	Yes
	less efficient
	Yes
	No
	EMKS and ME

	4
	-
	Yes
	efficient
	Yes
	No
	UE

	5
	E2E
	Yes
	efficient
	No
	No
	EMKS, EESE and UE

	6
	E2M
	Yes
	efficient
	No
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	7
	E2E
	Yes
	efficient
	No
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	8
	E2M
	Yes
	efficient
	Yes
	Yes
	UE, USIM, MME, PGW, HSS and HSE

	9
	E2E
	Yes
	Efficient
	Yes
	Yes
	UE, USIM, MME, PGW, HSS, HSE and EnSE

	10
	E2E
	Depends on the application layer security protocol
	Depends on the application layer security protocol
	No
	No

(Set up by the application layer protocol)
	USIM, HSS/HLR, ME, EMKS

	11
	E2E
	Depends on the application layer security protocol
	Depends on the application layer security protocol
	No
	No
	UE, MME, HSS

	12
	E2E
	Depends on the application layer security protocol
	Depends on the application layer security protocol
	No
	No
	UE, MME, HSS


* * * End of Change * * * *
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1. PDN CONNECTIVITY REQUEST



with UE support for BEST service indicated in protocol configuration options element or flagged for later retrieval in ESM information response (see TS 24.301[x]).







2. CREATE SESSION REQUEST



with UE support for BEST service indicated in protocol configuration options and optionally an additional BEST information element containing the visited network BEST request.
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3. Accounting Request (START)



with UE support for BEST service indicated in protocol configuration options and optionally an additional BEST information element containing the visited network BEST request







4. Accounting Response (START)



with HSE support for BEST service indicated in protocol configuration options.







5. CREATE SESSION RESPONSE



with HSE support for BEST service indicated in protocol configuration options  (see TS TS 29.274 [x]).







6. ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST



with UE support for BEST service indicated in protocol configuration options element(see TS 24.301[x]).












